NHO®OPMALIMOHHASA ITAMATKA
JJIAA OBYUYAIOIIUXCA JJIAA PASMEIHIEHUSA
HA O®PUIHNAJIBHBIX UHTEPHET-PECYPCAX

C KaxaplM TOJOM MOJOJIC)KU B HWHTEPHETE CTAaHOBUTHCS OOJbIIE, a
IIKOJBHUKU OJHU M3 CaMbIX AaKTUBHBIX IOjb30Barened PyHera. Mexny tewm,
MIOMHUMO OTPOMHOTO KOJIMYECTBAa BO3MOKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
OTa naMsATKa JOJKHA MOMOYb TeOe 0e30acHO HAXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblii BUPYC - 3TO PAa3HOBUIAHOCTh KOMMBIOTEPHBIX MPOTPaMM,
OTJIMYUTEIIBHOW OCOOCHHOCThIO KOTOPOM SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B nonosiHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUTH WUJIU MOJHOCTHIO YHUUYTOXHUTh
Bce (paiiyIbl ¥ JaHHBIE, TTOJAKOHTPOJIBHBIC MOJIb30BATEN0, OT UMEHU KOTOPOTO ObLTa
3amylleHa 3apa)KeHHas NporpaMma, a TakKe MOBPEAUTh WIM JaXK€ YHUYTOXKUTh
OTIEPAIIMOHHYI0 CHUCTEMY CO BceMmH (paiinamu B 1ieioM. B GosbIIMHCTBE ciiydaceB
pacpOCTPaAHSIOTCSA BUPYCHI UEPE3 UHTEPHET.

MeToibl 3a1IUTHI OT BPEJIOHOCHBIX TPOTPAMM:

1. Mcnonib3yii COBPEMEHHBIE ONEPAIMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIN
YPOBEHB 3aIUTHI OT BPEAOHOCHBIX MPOTPaMM;

2. TloctosHHO YycTaHaBiauBai madtu (IUQPpPOBBIC 3aIuIaTKU, KOTOPHIC
aBTOMATHUYECKH YCTAHABIMUBAIOTCS C IENbI0 JOPAOOTKM MPOrpaMMbl) M JApPYyTHE
OOHOBJIEHUSI CBOeW omnepaluoHHOW cuctembl. CKauuMBaii HMX TOJBKO C
opurmanbHoro  caiita  paszpaborunka OC. Ecimm  cymectByer — pexum
aBTOMAaTHUYE€CKOTO OOHOBJICHHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE I10JI TpaBaMU IOJIb30BATENsd, a He
aMUHUCTpATOpa. ITO HE IMO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcrnonb3yih aHTHBUPYCHBIE NPOTpaMMHBIE MPOAYKTHI  U3BECTHBIX
IIPOU3BOUTENIEH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;

5. Orpanunub PpU3NYECKUil JOCTYI K KOMIIBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Ucnonb3yil BHENTHUE HOCUTENW WH(MOpMAIMU, Takue Kak (iernika, JUCK
WK (aitn U3 MHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX NCTOUHUKOB;

7. He oTkpbIBail KOMMBIOTEpHBIC (HaliIbl, TMOJYYCHHBIE W3 HEHAJACKHBIX
UCTOYHUKOB. Jlaxke Te (aitnnbl, KOTOpbIE MPUCIIaT TBOW 3HAKOMBINA. Jlydiie yTouHu
y HETO0, OTIIPABJISI JIU OH Te0e UX.

Cern WI-FI

Wi-Fi - 5T0 He BUA nepenayn JaHHBIX, HE TEXHOJIOTHS, a BCErO JIMIIb OPEH/I,
mapka. Eme B 1991 romgy HuaepiaHickas KOMITaHHS 3apeTrUCTpHpoBaia OpeH.
"WECA", urto o6o3nadano cnoBocodetanue "Wireless Fidelity", koropsiii
MepEeBOUTCA Kak "OecrpoBOAHAs TOYHOCTh".

Jlo Hamero BpeMeHH Jomia apyras ab0peBuarypa, KoTopas sSBISETCS TaKOH
xe TexHojiorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObUIO AaHO C
HAMEKOM Ha CTaHJIapT Bbiclield 3BykoBoi TexHuku Hi-Fi, uro B mnepeBoje



03HayaeT ""BbICOKAas TOYHOCTH'.

Ja, OecraTHbIA MHTEPHET-IOCTYI B Kade, OTeNsIX U a’ponopTrax sIBISETCS
OTJIUYHOW BO3MOYKHOCTBIO BbIXOJa B MHTepHET. HO MHOrMe 3KCHEepThl CUUTAIOT,
yt0o obmeaoctynubie Wi-Fi ceTu He siBNs0TCS 0€30MacHBIMU.

CoBeThlI 10 0€30MacHOCTH pabOTHI B 00IIEAOCTYHBIX ceTsiX Wi-fi:

1. He mepenaBaii cBOIO JIMUHYIO MH(DOpMaIHIO Yepe3 oomeaoctymnabie Wi-Fi
cetu. PaboTast B HUX, ’KeJaTelbHO HE BBOJIMTH NApOIU JOCTYIIA, JIOTUHBI U KaKUE-
TO HOMEDA;

2. Ucnonb3yil © OOHOBJISH aHTUBUPYCHBIE MporpaMMmbl U OpaHamayep. Tem
caMbIM Thl 00€30MacHIlb ce0sl OT 3aKaYyKU BUpyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnons3oBanuu Wi-Fi otkimtoun ¢pynkuuio "OOumit qoctyn k Qaitnam
u npuntepam". JlaHHasg (GyHKUMSA 3aKpbITa MO YMOJYaHUIO, OJJHAKO HEKOTOpbIE
MOJIb30BaTENN aKTUBUPYIOT €€ JUIsl y100CTBa UCTOIb30BaHUs B paboTe Uiu yuyeoe;

4. He wucnone3yit nyOonuunbii WI-FI ang nepenaun JUYHBIX JAHHBIX,
HanpuMep JUIsl BBIX0J1a B COLMATbHBIE CETU WJIU B DJIEKTPOHHYIO TIOUTY;

5. Wcnonw3yil Tonbko 3amuiieHHoe coeaunenne yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau umeHHO "https://";

6. B moOwibHOM Tesnedone otkiaroun ¢yakiuio "Tlonkmodenne k Wi-Fi
aBromarudeckn". He nmomyckail aBTOMaTHYECKOTO MOJKIIIOUYEHHS YCTPOMCTBA K
cersim Wi-Fi Ge3 TBoero cornacus.

CoumanbHble ceTH

CornmanbHble CeTH aKTUBHO BXOAST B HAIly >KU3Hb, MHOTHE JIFOAU pabOTaloOT U
KUBYT TaM TIOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUJUIMAp]] YEIIOBEK,
YTO SIBJISIETCS OJAHOM CEIbMOM BCEX JKUTENEH IJIaHEeThl. MHOTHE MOJIb30BaTENH HE
NOHUMAIOT, YTO MH(OpPMAalKs, pa3MeIIeHHAass UMU B COLIMAIBHBIX CETAX, MOXKET
ObITh HalJIleHA W WUCIOJIb30BaHa KEM YTrOJHO, B TOM YHCJIE HE 0053aTeNbHO C
OJlaruMu HaMepEHHUSIMHU.

OcHOBHBIE COBETHI MO OE30MACHOCTH B COIUATBHBIX CETAX:

1. Orpannys criucok apy3ei. Y 1e0st B Ipy3biX HE AOIKHO OBITh CIyYaHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amuiai CBOI YacTHYIO KU3Hb. He yka3wiBaii maposn, TenedoHsl, aapeca,
JaTy TBOETO POXKICHUS W JPYTyI0 JHUYHYIO WHGOPMAIHIO. 3JI0YMBIIIICHHUKH
MOTYT HCIIOJIb30BaTh Jake HHPOPMAIMIO O TOM, KaK Thl W TBOU POJIUTEIH
IJIAHUPYETE NPOBECTH KaHUKYIIbI,

3. 3amuiai cBOIO permyTalHuio - IEPKU €€ B UUCTOTE U 3a/1aBail cebe BOmpoc:
X0Teld OBl ThI, YTOOBI APYTHE TMOJIL30BATENM BHUJIECIH, YTO Thl 3arpykKaciib?
[Tonymaii, mpesx/ie 4emM 4To-TO ONMyOJUKOBaTh, HAMMCATH U 3arPy3UTh;

4. Eca ThI TOBOPUILIB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE UCHOJIB3YH CBOE
peasbHOE MM U JIPYTYIO JUYHYI0 WH()OpPMAIUU: UMsI, MECTO JKHTEIhCTBA, MECTO
y4eObl 1 poUee;

5. U36erait pasmemenus (ororpaduii B UnTepHeTe, rAe Tl m300paxeH Ha
MECTHOCTH, [0 KOTOPOW MOKHO OIPEIEIINTh TBOE MECTOIOJIOKEHHUE;

6. Ilpum perucrtpanu B COIUAIBHON CETH HEOOXOAUMO HCIIOJIb30BaTh
CJIOKHBIE MAPOJIHU, COCTOSIIUE U3 OYKB U LU(P U C KOJIUYECTBOM 3HAKOB HE MEHEE



8;

7. nsg couManbHOM CETH, NOYThl W JAPYIMX CalTOB HEOOXOAMMO
UCIIOJIb30BaTh pasHble Mapouu. Torga eciu Te0s B3IIOMAIOT, TO 3J0YMBIIUIEHHUKH
II0JIy4aT JOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IEeHbI'H

DONEeKTpOHHbIE JAEHBI'M - 3TO OYEHb YAOOHBIM CHOCOO MJaTexXel, OaHaKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOTYYUTh 3TH JCHBIH.

DJNEeKTpOHHBIE JACHBIU MOSBUINCH COBCEM HEIaBHO U MMEHHO M3-3a 3TOTO BO
MHOTHX FOCYy/IapCTBaX JI0 CUX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT U O HUX YK€ MPOMKICAHO B 3aKOHE, TIe UX
pa3eNoT Ha HECKOJIBKO BHJIOB - aHOHUMHBIC M HE aHOHMMHEIE. Pa3HuIIa B TOM,
YTO aHOHUMHBIC - ATO T€, B KOTOPBIX pa3pemaeTcs MPOBOAWTH omepanuu 0e3
UICHTU(UKALIUN TTOJTH30BATENs], & B HCAHOHUMHBIX UICHTH(PUKAIIS TOT30BaTEISI
ABJIAETCS 0053aTENBHOM.

Taxke crnemyer pa3nuyaTh dJICKTPOHHBIE (UATHBIE JIEHBIH (PaBHBI
rOCYJlapCTBCHHBIM BAJIOTaM) W JJICKTPOHHBIE HepHUATHBIE ACHBIU (HE paBHBI
rOCyJIapCTBCHHBIM BAJIFOTAM).

OCHOBHBIE COBETHI 110 0e30macHoOl paboTe ¢ ANEKTPOHHBIMU JICHBraMU:

1. TlpuBsbku K cueTy MOOWIBHBIN TeseoH. ITO camMblil yIOOHBIA U OBICTPHIi
croco® BOCCTaHOBUTH JOCTYN K cuery. lIpuBs3aHHBINA TenedoH MOMOXKET, eCiu
3a0ynenb CBOM IUIaTEXHBIM Mapojb WIM 3alJelllb Ha CalT ¢ HE3HAKOMOIo
YCTPOWCTBA;

2. HUcnonp3yli opHopasoBble mnaponu. [locime mnepexoma Ha YCHUIEHHYIO
aBTOpHM3alLUI0 TeOe y)Xe He OyJeT yrpoxkaTb ONAaCHOCTb KpakM WM IepexBaTa
IUIaTEKHOTO IapoJIs;

3. Bribepu cnoxHsbiii napois. [IpectrynHukam OyneT He NHpPOCTO yrajaaTrh
CJIOXKHBIN naponb. HanexHsle mapoiu - 3To mapoiiu, KOTOphIE coAepkKaT HE MEHee
8 3HAKOB W BKJIOYAIOT B Ce€0S CTPOUYHBIE M MPOIMHUCHBIE OYKBBI, HUPPHI U
HECKOJIbKO CHUMBOJIOB, TaKH€ KaK 3HAK JoJiIapa, pyHTa, BOCKIMLIATEIbHBIN 3HAK U
T.11. Hanmpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE TAHHBIE HA CaliTaX, KOTOPBIM HE J1I0BEPSICILb.

DJIeKTPOHHAS MO4YTA

DNEKTPOHHASI MOYTa - 3TO TEXHOJOTUA U MPEAOCTABISIEMBIE €10 YCIYyTH IO
MEPECHIIKE U MOIYUYEHUIO DJIEKTPOHHBIX COOOIIEHUH, KOTOPHIE paclpeaeaioTCs B
KOMIbIOTepHOH ceTh. OOBIYHO JJIEKTPOHHBIM IMOYTOBBIA SIIUK  BBITJISIUT
CIeyIONMM 00pa3oM: UMsI_TOJIh30BaTesI(@WuUMsl_ToMeHa. Takxke KpoMme mepeaayin
MPOCTOr0 TEKCTA, UMEETCSI BO3MOXXHOCTh MIepeAaBath (pailiibl.

OcHOBHBIE COBETHI MO O€30IMacHOM padoTe ¢ IAESKTPOHHOM MOYTO:

1. Hamo BbIOpaTh mNpaBUIBHBIA TOYTOBBIA cepBUC. B HHTEpHETE €CThb
OTPOMHBII BEIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUllle TOBEPSATH TEM,
KO0 3HA€Ilb U KTO MEPBBIN B PEUTHUHTE;

2. He yka3piBaii B JIMUHOU MoYTe JUUYHYIO0 MHPopManuio. Hanpumep, nydiie
BbIOpaTh "My3bIKalbHbIA (haHaT@" wiam "pok2013" BmecTo "Temal3";



3. Hcnonw3yil NOBYXSTallHYH aBTOPU3ALMI0. OTO KOIAAa IMOMHUMO HapoJjs
HY>KHO BBOJUTH KOJI, TPUCBUIAEMBIN 10 SMS;

4. BriOepu CIOXHBINA MapoJib. [ KaKI0ro mo4ToOBOro SIIUKA JOJKEH OBITh
CBOU HAJEKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecam ectb BO3MOXHOCTH HaIlMcarb CaMOMYy CBOM JIMYHBIM BOIIPOC,
HCTIOJIB3YH 3TY BO3MOKHOCTB;

6. Hcnonp3yil HECKOJBKO ITOYTOBBIX SAIIMKOB. IlepBbIi i1 4YacTHOM
MIEPENNCKU C apecaTaMu, KOTOPBIM Thbl TOBEPSEIIb. DTO AJIEKTPOHHBIN a/Ipec HE
HaJI0 UCTIONB30BaTh P PETUCTPALUU Ha (hopyMax M cailTax;

7. He oTkppiBail (ailibl U Apyrue BJIOXKEHHUS B MHUCbMax, AaXKe €CIM OHH
OPUIUIM OT TBOMX JApy3el. Jlydie yTouHM y HHMX, OTHOPABISUIA JIM OHU TeOe 3TH
(aiiibr;

8. Ilocne oxoH4aHusi pabOThl Ha IOYTOBOM CEPBHUCE MEPEA 3aKPbITUEM
BKJIQJIKU C CAaTOM He 3a0y/b HaxaTh Ha "BeiidTu".

Ku6epOy/uIMHT WM BUPTYyaJibHOE U31€BaTeJIbCTBO

KubepOymmuar -  mpecriegoBaHue  COOOIICHHSMHU,  COACPIKAIIMMHU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJUTaHCTBO; COIIMAIbHOE
OOMKOTHPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI O 60pbOE ¢ KUOEPOYILITUHTOM:

1. He Gpocaiics B 60ii. Jlydmuii cioco0: mocoBeToBaThCsl Kak ceOsi BECTH H,
€CJIM HeT TOro, K KOMY MOXXHO OOpaTUTHCS, TO BHadaje YCIOKOUThCA. Eciaum Thl
HAYHEeIlb OTBEYaTh OCKOPOJICHUSIMH Ha OCKOpOJIEHMs, TO TOJBKO eIrle OoJblie
pa3oiOKeIb KOH(IIUKT;

2. Yrpasisiit cBoel kubeppernyTranuei;

3. AHOHUMHOCTH B ceT MHUMas. CyIecTBYIOT CIOCOObI BBIACHUTH, KTO
CTOWT 332 aHOHUMHBIM aKKayHTOM;

4. He ctouT BecTH XyJIUTaHCKMA o0pa3 BUPTYaJlbHOW >XW3HU. HHTEepHET
dbuKCupyeT Bce TBOW JCHCTBHUS M COXpaHICT MX. YIAIUTh WX Oyner KpaiiHe
3aTPYJHUTEIBHO;

5. Cobmromait CBOIO BUPTYaIbHYIO Y€CTh CMOJIOAY;

6. UrHopupy#é enuHWYHBIM HeraTuB. OaHOPa30BBIE OCKOPOUTEIBHBIC
cooOmIeHusT Jydiie WrHopupoBaTb. OOBIMHO arpeccusi MpeKpamaeTcss Ha
HayvaJbHOM CTaJINH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHPOBKH OTIPABKUA COOOIIEHHHA C
ONPEAEIEHHBIX aJIPECOB;

8. Ecnu Th1 cBunmerens kubepOyimHra. TBOM MEHCTBUSA: BBICTYNUTH MPOTUB
rpeciieioBaTens, IMOoKa3aTh €My, 4YTO €ro JEHUCTBUS OLIEHMBAIOTCS HETATHBHO,
MOAJEPKATh KEPTBY, KOTOPOH HYX HA IICUXOJIOTMYECKas IMOMOIIb, COOOIIUTH
B3POCIbIM 0 (JaKTe arpeCCUBHOTO MOBEJICHUS B CETH.

MoOuabHbIN TeaedoH
CoBpeMeHHBIE CMapT(OHBI U TJIAHIIETHI COJIEP)KAT B ce0€ BIIOJHE B3POCIBII
GyHKIIMOHAJI, W Temephb OHU MOTYT KOHKYPHUPOBaTh CO CTaIllMOHAPHBIMHU



KoMIibtoTepaMu. OHAKO, CPEACTB 3AIUTHI JIJIsl MOJOOHBIX YCTPOMCTB MOKA OYEHb
Mano. TectupoBaHue U TMOUCK YI3BUMOCTEM B HHUX MPOUCXOAUT HE Tak
MHTEHCUBHO, Kak 1y [1K, To jxe camoe kacaeTrcss 1 MOOMIIbHBIX MPUIIOKEHHA.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl yKe MPAaKTUYECKU JOTHAIU HACTOJbHbIE
aHaJoru, OJHAKO pacliupeHue (yHKIMOHANa BJIeYeT 3a CcoOod OOJbIIYIO
CJIOHOCTh U MEHBIIYIO 3aIIUIIEHHOCTD.

Jlaneko He Bce MPOM3BOAMTENIM BBIMYCKAIOT OOHOBJICHHUS, 3aKPbIBAIOLIUE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMNCTB.

OcHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUIIBHOTO TeleoHa:

Huuero He siBnsiercs mo-HacTosieMmy OecruiaTHbIM. Byap ocToposkeH, Beab
Korjaa Tebe mpeanaratoT OecriaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITBHI KaKHe-
TO IJIATHBIE YCIYTH;

Hdymaii, npexzae yem otnpaBuTb SMS, ¢poTo unu Buaeo. Thl TOYHO 3HAEIb,
r7i€ OHU OYJIyT B KOHEUHOM UTOTE?

Heo0xonumo 0OHOBIISATH OMEPALIMOHHYIO CUCTEMY TBOETO cMapT(oOHa;

Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JJ1sI MOOMIIBHBIX TeJle(pOHOB;

He 3arpyxaii npuiokeHUs OT HEM3BECTHOIO HCTOYHMKA, BElIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00ECIIeUeHHE;

[locne Toro kak Tl BBIAJEHIL C calTa, i€ BBOAWI JIMYHYIO MH(GOpPMAIIHIO,
3aiiIM B HACTPOMKHU Opay3epa u yaanu cookies;

[lepronuuecku mpoBepsiid, Kakue IJIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBoil HOMEpP MOOWJIBHOTO TeleOoHa TOJNBKO JIIOASM, KOTOPBIX ThI
3HaEllb U KOMY JOBEPSEUIb;

Bluetooth momkeH OBITH BBIKJIIOYEH, KOTJIa Thl UM HE TMoJib3yemibcs. He
3a0bIBail MHOTIA TPOBEPATH ITO.

Online urpsi

CoBpeMeHHBIE  OHJIAWH-UTPBI - 3TO  KPacOYHbIE, 3aXBaThIBAIOIIUE
pa3BieyeHUs, OOBEAUHSIIONINE COTHU THICSY YENOBEK MO BceMy Mupy. Urpoku
UCCIIENYIOT MAaHHBIM UM MHp, OOIIAIOTCS APYT C APYTOM, BBITIOJHSIOT 3a/JaHMS,
CpakaloTCd C MOHCTpaMU W TOJIyYalOT ONBIT. 32 YIOBOJIBCTBUE OHU ILJIATAT:
MOKYMAIOT JUCK, OTNIAYMBAIOT a0OHEMEHT WJIH MPUOOPETAIOT KaKKe-TO OIIIUH.

Bce 3t cpencTBa oyt Ha noanep;KaHUE U pa3BUTUE UTPBL, 4 TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI aBTOPHU3allUU, BBHIMTYCKAIOTCS HOBBIC
natuu (uQpoBbIe 3aMIaTKU ISl IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B mogo0HBIX UTpax CTOUT OMAacaThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIMH OOJBIIMHCTBA
Urp.

OcCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOT0 aKKayHTA!

1. Ecmm apyro#t urpox BeaeT cebs II0X0 WM CO37aeT Te0e HEIMPHUSATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Iloxanyiics agMAHUCTPATOPaM WUIPbl HA MIIOXOE MOBEIEHUE ITOTO UTPOKA,
YKEJIATEJIbHO MPWIOKUTh KAaKUE-TO JOKA3aTEJIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii TuuHyI0 HHPOpMAIMIO B Tpo(aiiie urpsol;



4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBail Heo(puIaibHbIE TATYU U MOJIbI;

6. Mcnionp3yii CII0KHBIE U pAa3HbIE TAPOJIN;

7. Jlaxxe BO BpeMs UIPbI HE CTOUT OTKJIKOYATh aHTUBHUpPYC. 1Ioka ThI urpaemsp,
TBOU KOMIIBIOTEP MOTYT 3apa3UTh.

@UIIMHT WIH KPa’Ka JUYHBIX JaHHBIX

OObBIYHOM Kpakel JCHET U JOKYMEHTOB CEroJIHs YK€ HUKOTO HE YAUBHIIb, HO
C pa3BUTHEM WHTEPHET-TEXHOJIOTUN 3JOyMBIIUIEHHUKA TIEPEMECTHINCh B
MHTEPHET, U MPOJIOJIKAIOT 3aHUMAThCA "MI0OUMBIM" 1€JIOM.

Tak mosiBUIach HOBas yrpo3a: MHTEPHET - MOIICHHMYECTBA WU (DHUIIUHT,
rJIaBHAs 1Edh KOTOPOTO COCTOMT B TMONYYCHHH KOH(DHUICHIIMAIBHBIX JaHHBIX
noJib30Baresieil - JJIOrMHOB U naposieid. Ha anrnuiickoM sizpike phishing unraercs
kak ¢umuHr (ot fishing - peiOHas noBis, password - mapoiib).

OcHOBHBIE COBETHI IO OOpbOE C (QPUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaellib, YTO TBOSI aHKETa
Oblla  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKMpOBaTH €€ U COOOIIMTH
aIMUHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonb3yii Ge3omacHble BeO-CalThI, B TOM YHCJIC, HHTEPHET-Mara3uHoOB |
TIOUCKOBBIX CHUCTEM;

3. Hcnonb3yii CcJOXHBIE M pa3Hble Napoiu. Takum obpaszoMm, eciu Teds
B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH TOJy4aT AOCTYN TOJBKO K OZHOMY TBOEMY
npo(dUITIo B CETH, a HE KO BCEM;

4. Ecmu T1e0s B3jOMald, TO HEOOXOAMMO MpPEAYyNpeIuTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE OOABIIEHBI y T€0s B JIPY3bsX, O TOM, YTO Te€Os B3JIOMAJH H,
BO3MOKHO, OT TBOETO UMEHHU OY/IET pacChUIaThCsl CIIaM U CChUIKM Ha (DUIIMHTOBBIE
CaANTHI;

5. YcranoBu HaaexHbli napons (PIN) Ha MoOubHBIN TenedoH;

6. OTKII0YM COXpaHEHHUE TapoJis B Opaysepe;

7. He otkpbeiBaii (aiiiael W Apyrue BIOKCHHS B MHUChbMax, JNaXe €CIU OHU
NPUILIH OT TBOMX JApy3eil. Jlydie yTouHu y HHX, OTHPABISUIM JIM OHU TeOe 3TH
(babI.

Hudposas penyranus

[Hudposas penyranus - 5TO HETaTUBHAS WIIHM MIO3UTHBHASI HH(GOPMAIUS B CETH
o tebe. Kommpometupyrtomias undopmaiiusi, pa3MenieHHas B HHTEPHETE, MOXKET
CEphEe3HBIM 00pa3oM OTpa3WThCs Ha TBOeW peanbHOU >ku3HU. "ludposas
penytanus" - 3TO TBOH UMUK, KOTOPBIA (popmupyercs u3 undpopmaiuu o tede B
HUHTEpHETE.

TBoe MeCTO KUTENBCTBA, YueOBbl, TBOE (PMHAHCOBOE MOJIOKEHNUE, OCOOCHHOCTH
XapakTepa U paccKasbl 0 OJU3KUX - BCE ATO HAKATIJIMBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCSTCS K NyOJUMKauuu JUYHOU
nHpopManmu B MHTEepHETE, HE MOHUMAas BO3MOXKHBIX MOCHEACTBUN. ThHI make HE
CMOXKeENIb A0TajaThCsi 0 TOM, 4yTo QoTorpadus, pa3MeileHHas 5 JIeT Ha3al, cTajia
MPUYMHOM O0TKa3a NpUHSTH T€Osl Ha paboTy.



KoMmmenTapuu, pasmemienue TBoux (ororpaduii u apyrue ACHCTBUS MOTYT
HE MCYE3HYTh JaXe I0CJie€ TOro, KaKk Thl MX yJaldulllb. Thl HE 3HAELIb, KTO
COXpaHWI 3Ty HWH(POPMALMIO, TMONajga JU OHAa B IIOMCKOBBIE CHCTEMBl H
COXpaHWJIACh JM OHA, a TJABHOE: YTO MOAYMAalT O TeOe OKpYXalollue JIOAHU,
KOTOpbIe HAaWAYyT U YBUIAAT 3T0. HaliTu mH(OpMaLMio MHOTO JIET CIIYCTS CMOXKET
J000M - KaKk U3 100pbIX MOOYKIEHUN, TaK U C HAMEPEHUEM NMPUUUHUTH Bpel. ITO
MOXET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI MO 3aIIUTe HU(POBOM permyTanuu:

1. IMonymaii, npexzae 4yem 4To-To MyOJIMKOBAaTh U MepeaBath y ceds B Oyore
WJIN B COLMAJIBHOM CETH;

2. B mnactpoiikax npo¢uis yCTaHOBM OTPAaHUYEHHUS HA TPOCMOTP TBOETO
pouIIs U €ro CoAePKUMOTO, CleNal ero ToIbKO " apy3eu";

3. He pasmemait u He ykaspiBail mHGOpPMAIIUIO, KOTOpass MOXET KOro-Iu0o
OCKOPOJIATH WIJIK OOMKATh.

ABTOpCKOe NPaBo

CoBpeMeHHBIE  IIKOJIBHUKH - aKTUBHBIC IIOJB30BATENM  IU(PPOBOTroO
npoctpancTBa. OpHAKO JajeKo HE BCE 3HAIOT, YTO IOJIb30BAaHUE MHOTHMHU
BO3MOXKHOCTSMU  HGPOBOrO  MuUpa  TpeOyer  coONroAcHus mpaB  Ha
MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTD.

Tepmun "uWHTENNIEKTyallbHasi COOCTBEHHOCTh'" OTHOCUTCS K Pa3IUYHBIM
TBOPEHHSIM YEJIOBEYECKOTO yMa, HauyWHasg C HOBBIX H300pPETEHH W 3HAKOB,
0003HayaroIMX COOCTBEHHOCTh HAa MPOJYKTHI U YCIYTH, U 3aKaHYMBask KHUTAMH,
dotorpadusimu, KUHODUITBMAMU U MY3bIKAJIbHBIMU TPOU3BEACHUSIMHU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha HMHTEJUIEKTYaJbHYI0O COOCTBEHHOCTh Ha
IPOU3BENICHHS HAYKH, JIUTEPATYpbl U UCKYCCTBA. ABTOPCKHUE IPaBa BBICTYIMAIOT B
KayecTBE TapaHTUU TOTO, YTO HMHTEIUIEKTYaJIbHBINA/TBOPUECKUN TpPyA aBTOpa He
OyIeT HampacHbIM, JacT €My CHpaBeIJIMBbIE BO3MOXXHOCTH 3apaboTaTth Ha
pe3ylbTaTax CBOETO TPYJa, MOJYyYUTh HM3BECTHOCTh M Mpu3Hanue. Hukro 0e3
pa3pelleHus aBTOpa HE  MOXKET BOCIPOM3BOJIUTH €ro  IMPOU3BEIECHUE,
pacipocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATH, NPOAaBaTh, HMIIOPTHUPOBATH,
MyCcKaTh B MPOKAT, MyOJUYHO HMCIOJHATH, MOKA3bIBATH/UCIIONHATh B dUpE WIH
pa3mewmars B IHTEpHETE.

Hcnonp3oBanue "mupaTcKoro" mporpaMMHOT0 00ECTICUEHHSI MOKET MTPUBECTH
K MHOTHUM PHUCKaM: OT MOTEPH JTAHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKH TBOETO
YCTpOWCTBA, TJ€ YCTAaHOBJIEHA HeJeraipbHas mnporpamMmma. He crTouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIeTadbHbIE M OECIUIaTHBIE MPOTPaMMbI, KOTOPHIC
MOKHO HANTH B CETH.

O nopraJie
CeteBr4OK.pd - TBOM INIAaBHBIM COBETUYMK B CETH. 3]I€Ch Thl MOXKEIIIb Y3HAThH O
0C30IMaCHOCTH B CETH TMOHSATHBIM W JOCTYIHBIM S3BIKOM, a NMPH BO3HUKHOBCHHH
KPUTHYECKON CHUTyallul OOpaTUTHCS 3a COBETOM. A TakXe MPHUHATH ydacTHE B
KOHKYpPCax M CTaTh CaMbIM IU(PPOBLIM I'paKJaHUHOM !



